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AHanu3  KpUMHHOTE€HHOM  OOCTaHOBKM Ha  TEPPUTOPUU  OOJACTH
CBUJIETENBCTBYET 00 yBennueHuu B 2024 roy KOJIMYECTBA 3apPETUCTPUPOBAHHBIX
IOPECTYIUIEHUH,  COBEPIICHHBIX C  HCHOJb30BaHHMEM  HMH(OPMAIOHHO-
TEIEKOMMYHUKAIIMOHHBIX ~ TexHosiorud  (mamee —  UTT), cHuxeHuu
UX PaCKpbIBAEMOCTH.

B 2024 rogy na tepputopun MBaHOBCKOW 001acTH 3aperucTpupoBaHo 4352

NPECTYIJIEHUSI,  COBEpPUIEHHBIX  C  MCIOJb30BaHUEM  HH(POPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUH. N3 oO1ero KOJINYECTBA
3apETUCTPUPOBAHHBIX IIPECTYIUICHU N COCTaBJISIIOT MOILIEHHUYECTBA

(ct. 159 YK P®) — 2114, nHenpaBoMepHBIil JOCTYI K KOMIIBIOTEPHON MH(MOpMAUU
(ct. 272 YK P®) — 374.

Ilon KuOEeprnpecTymHOCTbIO IOHMMAETCS HE3aKOHHAasl JIeATEIbHOCTb,
B paMKax KOTOpOH aTakylOTCs KOMIIbIOTEPHbBIE CETH, CMapT(OHBl U Apyrue
ycTporcTBa. Hanbosee yacToiii MOTHB — TosrydeHue puHaHcoBou npuObutH. Jlis
3TOTO 3JI0OYMBIIIIEHHUKH HUCIIOJIB3YIOT HE TOJIBKO MH(OPMALMOHHBIE TEXHOJIOTHUH,
HO M METOJbl COLMAIIbHON WH)KEHEPHH, KOTJa YeJIOBEK JOOPOBOJHHO IMEpeaaeT
KOH(HICHIIMAJIbHbIE JaHHbIE WJIM NEPEeBOAUT CBOM cOepexxkeHus. Kpome Toro,
1EeIbI0 KuOepaTak MOKET ObITh BBIBEICHHE KOMIIBIOTEPOB MJIM CETEH M3 CTPOs —
U3 JTUYHBIX, KOMMEPUYECKUX UM TOJUTUYECKUX OOy KIACHHM.

[ToTepnieBmMMH OT KUOEPIPECTYIUICHUN SBISIOTCS TpakJaHe aOCOIIOTHO
BCEX KaTEropuid, BKIIOYas KaK COLMAJIbHO-HE3AILUUICHHBIE CJIOM HaCEJICHUs
(MHBaNIUBl, IEHCHUOHEPHI, HECOBEPILIEHHOJETHUE), TaK W JIIOAM, 3aHHMAIOLIUE
PYKOBOJSIIME OCTHI B OpraHu3alusax (IpeanpusTusax) Bcex GopM cOOCTBEHHOCTH.

3710yMBIIUICHHUKAMHA UCITIOJIB3YIOTCS U30LIPEHHBIE CHOCOObI
«BBIMAHMBAs» JICHEKHBIX CPEACTB,  JUII YEro MCHOJB3YIOTCS pa3InYHbIE
«JIETEH/Ib», MOCPEACTBOM H3JIOKEHUS KOTOPBIX OKa3bIBAETCS MCHUXOJIOTHYECKOE
BO3JICICTBHE HA TPaXkJaH, KOTOPbIE IOJ €ro BO3JECWCTBHEM BBINOJHSAIOT BCE
KOMaH/Ibl 3JIOyMBIIIJIEHHUKOB. MHOrMe U3 MOTEPIEBIINX B JAJbHEHUIIEM B XOJ€
oOlIeHUsI € COTPYAHUKAMH [PABOOXPAHUTENIbHBIX OpPraHOB COOOIIAIOT, YTO
JIEMCTBOBAJIM «IOJ TUITHO30M», B pe3yJibTare Npo(hecCHOHaIbHON MAaHUMYJISLUN
CO CTOPOHBI MPECTYTHUKOB.

B xone coBepiieHus NpecTyIUIEHUH 3J10yMBIIUIEHHUKN UCIIOJIb3YIOT 3BOHKU
C  HOMEpOB, BU3YyaJlbHO  NPUONMKEHHBIX K  HOMepaM  Tesie(hoHOB
IIPaBOOXPAHUTEIbHBIX OPraHOB, CIy>KO OAHKOB (HallpuMep 3BOHKH B MECCEHKepax
c "Homepa + 900, torma kak odwunuansHeii HOMep CoOepa 900 u T.1.),
IPEJCTaBISIIOTCS O(ULINATbHBIMU JTUIIAMHU.

HauboJsiee pacnpocTpaHeHHBIMHM CIOCO0AMM  MPeCTYIUIEHMH Ha
CeroJHSIIHUI IeHb SIBJISIIOTCS:

1. CMC ot paboromarers.

[ToTepnieBieMy MOCTYMAET CMC COOOILIEHUE WIIH COOOIIEHNE B MECCEHIKEPE
0T paboTozaress 0 TOM, YTO C HUM B OyinKaiiiee BpeMsi CBsbKeTcst coTpyIHUK OCh
WJIM MHOW OpraHU3alliK, CIEAYET C HUM MOOOIIaThCsl.
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[Tocne sToro morepmeBlieMy 3BOHUT COTPYJHHUK C WMEHEM YyKa3aHHBIM
PYKOBOAMTENEM M COOOHIaeT O TOMBITKaX IMepeBoJia JHUYHBIX COepeKeHUI
Ha MHOCTPAHHBIE cueTa, GMHAHCUPOBAHUE TEPPOPHU3MA U T.1I.

B mensx mpecedeHUs MPECTYNMHBIX OIMEpanuid MOTEPIICBIICTO yOEKIAIOT
IpepBaTh TPAH3AKIIMK MYTEM IEepeBoAa JeHEr (JTMYHBIX HAKOTUICHWHA WU ITyTeM
B3STHUS KpEJUTa) Ha CUET, YKa3aHHBIN 3JI0YMBIIICHHUKAMHU.

2. 310yMBIIJIEHHUKH MPOAAIOT Ballly KBapTupy WM MallllHY.

3BOHMBIIIME TPEACTABIAIOTCS MPEACTABUTEISIMU CIY>KObl 0€30MacHOCTH
KoMMepyeckoro  Oanka, [Toc. ycmyr, llentpanpHoro  Oanka 10O
MIPABOOXPAHUTEILHOTO OpraHa.

Coo01atoT 0 TOM, 4YTO TIEPCOHATBHBIE JaHHBIE C TUYHOTO KaOMHETa yTEeKIH
¥ Temeph MPECTYIMHUKH MOTYT OT Bamiero mMeHm mpojaTh KBapTHUPY, MAIIHWHY,
UCITIOJIB3YSI DJIEKTPOHHOIM(PPOBYIO MOITHUCH.

B memsx 3ammrTel MMyIEcTBa CIEAyeT CPOYHO €ro Mpojaarh, MEPEBECTH
JICHBI'M HA «3aIUIIEHHBIN KaHa», «0€30MacHBIN CUET», «PE3EPBHYIO TUCHKYY.

3. [lepeBon neHer Ha «O€30MaCHBIN CUETY.

3BOHMBINIKE  MPEACTABIAIOTCS  JMOO  TPEICTABHTEISIMH  CIY>KOBI
Oe3omacHOocTH  KOoMMepueckoro — Oanka,  llentpanbHoro  Ganka 0O
MIPaBOOXPAHUTENILHOTO OpraHa U COOOIAI0T, YTO MOIIEHHUKU C WCIIOJIb30BAaHUEM
MEPCOHANBHBIX JAHHBIX MOTEPIIEBIIETO OGOPMIISIOT KPEAUTHI B PA3IMYHBIX OaHKaX
U JUIS TOrO, 4YTOObI TPENOTBPATUTh XHWIIEHHUE JI€HEr C OaHKOBCKOTO cueTa
HEOOXOJMMO JIMYHBIE COEPEKECHHs] CPOYHO IMEPEBECTH Ha «OE30MacHBIC CUETay.
B xoxe panpHeiimero oOIIEHUS MOTEPIEBIIEMY COOONIIAIOT O HEOOXOAMMOCTH
odopMIIeHUS KPEIUTOB U UX MepeBoa. Takxke 3aperucTpUPOBAHBI CITydau MIPOIAKHU
HEJBMYKUMOCTH ¥ IIEPEBOJIa MOIIIEHHUKAM BBIPYUCHHBIX CPEIICTB.

Crnemyer OTMETHTB, YTO OOIICHHME MOTEPIEBIIETO CO 3JI0YMBINIJICHHUKAMH
SBJIICTCSI JUTMTEIIBHBIM, B HEKOTOPBIX CIIy4asX OCYIIECTBISETCS B TEUCHHUC
HECKOJIBKHX MECSAIIEeB, HCIOJIB3yeTCsl Kak TeledoHHas CBsA3b, TaK M OOIICHUE
ocpeACcTBOM MecceHkepoB (Barcar, Baiitoep, Tenerpam u T.1.),

Kpome toro, cienyer moMHUTD, 4TO «O€30MACHBIX CYETOB» HE CYLIECTBYET,
a npencraBurenu LlenrpanbHoro banka He ocylIeCTBISIIOT paboOTy ¢ PU3UYECKUMHU
JUIAMHU.

4. 3BOHOK 3JIOYMBIIIUICHHHUKA IO BUJIOM MOOWJIBHBIX OTIEPATOPOB, KOTOPHIE
COOOIIAIOT, YTO CPOK JACHCTBHUS Balleld CUM-KApThl UCTEK JIMOO MCTEKAEeT, a IS
€ro TMPOJIJICHUS HEOOXOAMMO COOOIIHUTH KO, KOTOPBIA MOCTYINUT B CMC JIHOO
MPOUTH 1O CCBhUIKE, HHAYEe CUM-KapTa OyJeT 3a0J0KUpOBaHAa,

BaxxHO 3HATH, 4TO Y CHM-KapThl HET CPOKa JCHCTBHUSA, COTOBBIC ONEPATOPHI
NEPEBBIMYCKAIOT CHUM-KapThl TOJBKO MO MpockOe moTpedurenell B ciaydae
(bu3nYecKoro U3HOCA, MOTEPU, HEOOXOTUMOCTHU Apyroro popmara.

BrlinonauB TpeGoBaHUS MOIIIEHHUKOB M COOOIIUB KO U3 CMC, JIMOO MpOoias
1o cchlike Bbl 0T/1aeTe B pyKH 3I0YMBINIJIEHHUKOB JOCTYI B CBOM JIMYHBIN KaOMHET
Ha calTe omeparopa CBSI3M, IOCJE YEro MOIIEHHHUKH HMEIOT BO3MOKHOCTh
yCTaHABJIMBATH Mepeapecalnio COOOICHU Ha HYKHBIH UM HOMEp, YTO IMO3BOJIUT
CMEHUTH NTApPOJIb OT MOOMJIHHOTO OaHKa M MIOXUTHUTH JICHEKHBIE CPEJICTBA.
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BTopas pa3HOBUAHOCTh TaKUX MNPECTYIUICHUN - MOJYYEHHE B PE3yJbTare
COOONICHMSI KOJa W3 CMC JIOCTyma K aKKayHTy «TOCyCIIyr», IajbHEHIee
oopMIIeHHE 3asIBOK Ha KPEIUTHI B OaHKAX, MOJYyUYEHUE K EPCOHAIBHBIM JaHHBIM,
TaKuUM Kak CBEJCHUS O JOXOJaX, HAIMUue 0aHKOBCKUX CUETOB H T.]I.

5. B3nom nubo0 KomupoBaHWE aKKayHTa IMOJIb30BaTelisi B MECCEHKEpax
Barcam, BaillOep, TeJerpaMM, COLMAIbHBIX CETed BKOHTAaKTe U JajbHEHIee
HaIpaBJIeHUE CTeHEPUPOBAHHBIX HCKYCCTBEHHBIM HHTEIUIEKTOM (HEHPOCETHIO)
rOJIOCOBBIX COOOIIEHUN OT UMEHH MOTEPIEBIIET0, KOTOPOE MOJHOCTHIO KOMUPYET
€ro TOJI0C, MCIOJNB3Ysl MPHU 3TOM paHee OTIPABICHHBIE COOOIIECHUS BIIaJEIbIA
akkayHrta. Jlamee Mo TUNUYHOM CXeMe — Mpochda OJODKHTH B3alWMbI, (POTO
OAHKOBCKOMW KapThI JIJIsl IEPEBO/IA JIEHEKHBIX CPEJICTB.

B nanHOWM cuTyanmum BaXHO YOCIHWTHCS, YTO OOIIECHUE MPOUCXOIUT
CO 3HAKOMBIM ITyTE€M 3BOHKA MO MOOMIBHOUW ceTu. CrmenaB 310, Bbl 0oOe3omacute
ce0s ¥ mpeAyNpeIUTe 3HAKOMOT'O O TOM, YTO OT €r0 UMEHHU JEHCTBYIOT MOIIIEHHUKH.

Jlst Toro, 4ToObl HE MOTEPSITh KOHTPOJb HaJ Bammm akkayHTOM HUKOTJa
HE TEpeXOAUTe IO HE3HAKOMBIM CChUIKAM, HE CKayuMBalTe MpOrpaMMbl
U3  HENOATBEPKJACHHBIX  HMCTOYHHUKOB, UCIIONB3YHUTE  JNBYX(aKTOPHYIO
ayTeHTHuQUKauio Bammx akkayHTOB.

Bynpre MakcuManbHO BHHUMATEIbHBI, ITOCKOJBKY CIEAYIOIIUM 3TaroM
WCIIOJb30BaHUSI MCKYCCTBEHHOI'O MHTEJUIEKTa MOXET SBUThCA TE€Hepalus
BUJICOM300paKEHNN W PACCHUJIKA BHJIEO COOOIICHHW OT UMEHU POJHBIX, KOJUIET,
3HAKOMBIX U T.]I.

6. XullleHUe AEHEKHBIX CPEJCTB uepe3 cucteMy ObicTphix miarexent (CBII).

Hanpumep, mokynarenb Ha caliTe OCTaBJISIET 3asiBKy Ha MPUOOpETEHUE
TOBapa, €My IOCTYIAaeT 3BOHOK SIKOOBI OT COTPYAHMKA Mara3uHa, MpeajiaracTcs
CKHUJIKa Ha TOBap, HO TOJIBKO mpu yciaoBuu oruiatel uepe3 ChII nin QR-kox. Hanee
3JIOYMBIIUICHHUK TPUCHUIAET B MECCEHJKEP CChUIKY, BEAYIIYI0 Ha CTpPaHUILy C
dbopmoit omnatel mo QR-koxy. [lokymaTtens moaTBEp)KAAET IIATEX U JICHEKHbBIC
CpEACTBa MOCTYNAKOT HA CUET MOILLICHHHKA.

BaxxHo B TakoW cuTyalliu CBS3aThCSl CO CIYKOOM TMOIJICP>KKU OHJIAWH-
MarasvHa, yepe3 opUIMaIbHBINA CalT WK npuiokenne. He coxpaHsaTe A1 oriaThl
B JTUYHBIX KaOMHETaxX OAaHKOBCKUE KAPTHI, P BO3MOKHOCTHU 3aBEAUTE OTIEIHHYIO
KapTy JUIs OIUIAThl MTOKYIIOK OHJIAWH.

7. 3apaboToK Ha OHMpIKe, 3aMaHUBAHHE MPUOBUILHBIMU HHBECTHUITASIMHU.

[Ipecrynuukamu B cetu MHTepHET co3gaeTcs MaKCUMallbHasi BUIUMOCTD,
YTO OOIIEHUE NPOUCXOJUT C TMPEICTABUTEISIMU KPYMHBIX WHBECTHUI[MOHHBIX
MJIOIIA/IOK, UX CAWThl UMEIOT BUJIMMOE CXOJCTBO ¢ 0AHKOBCKUMHU OpTraHHU3alUsIMU
(manpumep, I'aznpomunBectuiuu, PBK-unBectuuu, T-baHkuHBEeCTULIMU U T.1.),
Ha3HAYaeTCs JIMYHBIA OpOKep, OOIIEHHE C KOTOPHIM MOXKET OCYIIECTBIIATHCS JTaXKe
MOCPEJICTBOM BHJI€O3BOHKOB. [10/1 MX pyKOBOJCTBOM CO3AA€TCs JIMYHBINA KaOWHET
Ha TOProOBOM IJIOIIAJIKE, B KOTOPOM OTOOPaKAarOTCS BCE BHECEHHBIC JCHEKHbIC
cpenctsa, U mpuoObUIh. OTHAKO UX JATIbHEUIIIUNA BHIBOJ, HEBO3MOYKEH.

8. Cxema «Bam poncrBenHuk nonan B I TID».
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HawnGoinee moaBepKeHbI JAHHOMY BHIY MPECTYTUICHUN TIOKUIIBIC TPAXKIaHE.
3II0yMBIIEHHUK TPEICTaBISACTCA MO0 POACTBEHHUKOM IOTEPIIEBILEr0, JIUOO
IPEACTaBUTENIEM  IPAaBOOXPAHUTEIBHOrO  opraHa. B xome  pasroBopa
C TMOTEepHeBUIMM  COOOINAeT, YTO s OCBOOOXKAECHHS OT  YrOJIOBHOM
OTBETCTBEHHOCTH W HaKa3aHUs B BUJIC JIMIIEHHUS CBOOOABI CPOYHO HEOOXOIUMO
repenarb JIEHEXKHbIE CpPEACTBA. Jlanee mnoreprieBmuii, OyAayud BBEJACHHBIM
B 3a01y’KJIEHUU U HAXOJACh B CTPECCOBOM CHUTyallMM, JEHCTBYET MO YKa3aHUSIM
MOIIICHHHKA, JIEHEXKHBIE CPEJCTBA MEPEBOAUT JUMOO Ha yKa3aHHBIE cyeTa, JIHOO
MEPENAET «Kypbepam».

Crout eme pa3 oOpaTUTh BHHUMAHHE, YTO KEPTBOM KHOEPMOIIICHHUKOB
MOKET CTaTh KaXKIbIi, BHE 3aBUCUMOCTH OT BO3pacTa, 00pa30BaHuUs, COIIHAIBHOTO
MOJIOKEHUS U npounx (haxTopoB. [IpudrHa B TOM, YTO MOIIEHHUKH BO3JCHCTBYIOT
Ha OHMOIMU YEJIIOBEKa, a COBPEMEHHBIE TEXHOJOIMU TMO3BOJSIOT ClIeNaTh
MCIIOJIb3YEMbIE MPUEMbI MAKCUMAJILHO MPABAONOI00HBIMHU.

OnHako TPOTUBOCTOSITh UM MOXKHO, JUIsI ATOTO CIEIyeT MPUECPKUBATHCS
psiZia TPOCTHIX MTPABUIL:

I. HukomMy u HUKOrJa HE COOOIIalTe CBOM TACIOPTHBIE JaHHBIE
u (uHAHCOBBIC CBEICHMS: JaHHBIE KapThl U €€ BIAJENbIA, TPEX3HAUHBIA KOJI
C OOpaTHOW CTOPOHBI KapThl WM cMc-KoA. COTpyIHUKH OAHKOB U TOCCTPYKTYP
HUKOT/Ia HE 3aMpalliBalOT TaKyo HH(OPMAIIHIO.

2. He ny6nuky#iTe KoH(UICHITNATBHBIC JAHHBIC B COIICETSAX U HA KAKUX-JTHOO0
CaWTax.

3. He xpaHute qaHHbIEe KapT U MUH-KOJbI HA KOMIIBIOTEPE MU B CMAapT(OHE.

4. Ecium ¢ HEHW3BECTHOTO HOMEpa 3BOHUT COTPYJHUK OaHKa,
MPAaBOOXPAHUTENBHBIX ~ OPraHOB WM  TOCYJapCTBEHHOW  OpraHu3aiuu
C COMHUTEIBHBIM TMPEIJIOKEHUEM (Hampumep, COOOIIEHUEM O TOMBITKE
opopMIICHUSI KpeauTa WJIM TMOJ03PUTEIBLHON omepanuu OT Baiero wuMeHw,
oOelraHueM BBICOKOTO J10X0/1a MO BKJIAAy, MPEeAI0KEHUEM NIEPEBECTH CPEACTBA Ha
CHEIUANbHBIA CYET U T.[.) WK MO TeNedOoHYy 3amyruBarOT U TPEeOYIOT OBICTPBIX
JEUCTBUM ¢ (PUHAHCAMM, MTOJIOKUTE TPYOKY.

5. Ecam nmopo3peBaete, 4TO BaM 3BOHUT MOILIEHHUK, TIEPE3BOHUTE B OAHK WIIH
B KOHTaKT-LIEHTP BEJOMCTBA, COTPYIHUKOM KOTOPOTO MPEACTABIISIICS 3BOHSLIUMI.

6. He rcnosib3yiTe CIMIIKOM MIPOCTHIE MAPOJIU, a TAKXKE OJIMHAKOBBIE MMAPOIN
JUISL Pa3HBIX YUETHBIX 3aMKCel.

7. 3amuimanTe CBOM aKKayHTHI ¢ TTIOMOIIBIO JIBYXATAIMHONW ayTeHTU(DUKAIIAN
B TEXHHUYECKUX CEpBHUCAX, IJI€ ATO BO3MOXHO. B TakoMm ciydyae MOIIEHHHUKHU
HE CMOTYT MOJYYUTh K HUM JOCTYII, JJaXe €CIU Y3HAIOT MapoJib.

8. CoBepiiaiiTe MOKYNKA B MHTEPHET-Mara3mHax TOJHKO Ha MPOBEPEHHBIX
caitax. CpaBHHMBAaWTE ajJjpeca CauTOB, TaK KaK B aApecax MOXKET OTJIMYAThCS OJHA
OyKBa WJIM TOYKA.

9. Hukoraa He BBOJUTE JINYHBbIE U (DMHAHCOBBIC JTAHHBIE HA COMHUTEIbHBIX
caliTax M HE MEPEeXOAUTE IO CChUIKAM M3 IMOAO3PUTEIBHBIX IHCEM, KOTOPbIE
MpeUIaralT, HampuMep, MPOUTH OMpPOC, MPOT0JI0COBATh WM IMOIYYUTh KaKyro-
7100 BHITUIATY.
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Ecnu xe cpenctpa yxe nepeBeieHbl MOILICHHUKAM:

1. Hemennenno 3a0nokupyiiTe KapTy ¢ TOMOINBIO MOOHIBHOTO
NPUIIOKEHUS, TMYHOTO KaOMHeTa Ha caiiTe 0aHKa WM Yepe3 KOHTAKT-IEHTp OaHKa
1o TesnedoHy.

2. B TedeHune cyTOK mocie MmoiydeHus COOOUICHHs O CIMCAaHUU CPEICTB
HAIUIINTE 3asBJICHUE B OTJCICHUN OaHKa O HECOTJIAaCHH C OIepamuel U BO3BpaTe
JICHSXKHBIX cpeAcTB. Takke oOpaTuTech ¢ 3asBICHUEM O XHIIEHUHU JEHET B JH000E
OTJEJICHNE TIOTHUITHH.

CoBpeMEHHbBIII MUP M TEXHOJOTMU HE TOJBKO JapAT HaM OECKOHEYHBIH
JOCTYN K MH(POpPMAIMH, HO U KIYT OT HAC YMEHUS MMHU NOJb30BaThes. PazBurue
KPUTHUUYECKOTO MBIIIJICHHUS, COOJIIOJIEHUE MPOCTHIX NPaBHI HH(OPMALUOHHON
TUTHUCHBI, OTUTEITLHOCTH M 3200Ta 00 OKPYKAIOMIUX TIOMOTYT H30€KaTh MpobieM 1
HE CTaTh )KEPTBOI KHOEPMOIICHHUKOB.

MeToaudeckie peKOMEHAANK MOATOTOBICHBI YIPAaBICHUEM IO HAA30py
3a  YrOJOBHO-TIPOIIECCYaJdbHOW M  OINEPATHBHO-PA3BICKHONW  JEATEIBHOCTHIO
MPOKYpaTypbl 00JIaCTH.



